
Readfield United Methodist Church IT Safe e-Sanctuary Policy

The scope of this section of the policy applies to all users of digital RUMC-managed technology 
resources.  RUMC-managed technology includes all technology owned or leased by RUMC for 
its official business, including, but not limited to the following:  computers, printers, digital  
cameras, etc.  All persons requiring access to such resources must be required to read the 
Policy and sign the acknowledgement form. 

Only software owned or leased by RUMC shall be installed on RUMC-managed technology 
resources.  All users of such resources must comply with all federal and state laws, and the 
church’s rules and policies including:  

*software license agreements
*laws of libel, privacy, copyright, trademark, obscenity, pornography, child 
   pornography, as well as the electronic Communications Privacy Act and 
   the Computer Fraud and Abuse Act, which prohibit hacking, cracking, 
   and similar activities.   

While this list is not all encompassing, RUMC-managed technology resources are not to be 
used for: 

*chain e-mail misuse (e.g., SPAM)
*derogatory or harassing e-mail or images
*sexually explicit, obscene or pornographic materials
*any and all communication that is illegal or contrary to FUMC’s policies, 
   ministry, or business interests, gaining of unauthorized access to remote 
   computers or networks.  

All RUMC-managed software such as instant messaging, Internet relay chat and all other forms 
of Internet-based chat are restricted to authorized adult users. 

All internet sites set up in the name of Readfield United Methodist Church shall be 
the property of the congregation.  This includes, but is not limited to, websites, social networks, 
and blogs.

All documents, including e-mail traffic, created on RUMC computing resources are considered 
the property of RUMC, with the exception of intellectual property produced by the pastor 
such as, but not limited to, sermons, blog postings, and articles.

All electronic communications conducted on RUMC-managed equipment may be subject to 
audit by appropriate authority so designated by RUMC Trustees.  Moreover, all users should be 
aware that no activity, including activity related to controlled information as described below, is 
private in any way, shape or form and is subject to monitoring or audit at any time. The use of 

Computer and digital resource use related to Readfield United Methodist Church 
activities are important tools for growing as disciples of Christ, sharing the 
gospel, forming Christian community and facilitating both acts of mercy and the 
work of justice. Any activity that does not honor God is prohibited.    

This policy is meant to create safe internet space for use by minors, protect 
privacy and intellectual property, and establish a high standard of ethical conduct 
that values accountability and transparency.



unauthorized encryption software or devices is strictly prohibited on RUMC computing 
resources. 

Children should always be supervised while utilizing RUMC-managed technology so as to 
ensure their compliance with said guidelines.

No posting of the likeness on a person under 18 years of age on a RUMC-controlled web site 
available on the open Internet (i.e., available to anyone without login) shall include that person’s 
last name, address or phone number. 

 For the purposes of this policy, public social interaction sites and services such as Twitter, 
Facebook, MySpace, LinkedIn, etc. are not considered RUMC-controlled web sites. Users should 
be guided by the same principles contained in RUMC’s Safe Sanctuaries policy for physical 
spaces.

No use of RUMC-managed technology shall compromise the privacy of any person covered 
under the scope of this policy.  

All users with access to RUMC-managed technology shall protect controlled information for 
persons covered under the scope of this agreement.  Controlled information shall include the 
following.

1. Personal identifiers including social security number / social insurance number (e.g., for 
non-US residents), and date of birth.  
2. Any information provided in confidence to the FUMC Pastor or other member acting in 
official FUMC capacity (e.g., Stephen Minister).  
3. Financial giving information.
4. All users IDs / password credentials.

Access to any RUMC-managed technology that creates or stores controlled information shall be 
controlled by unique login ID / password credentials.  Each login ID / password credential shall 
be assigned to a specific person.  Sharing of login IDs / password credentials is not permitted. 
Shared role-based credentials (e.g., an admin account shared by multiple people) are not 
permitted if such accounts have access to controlled information.  Controlled information stored 
in an encrypted format is deemed inaccessible if decryption requires a separate password.  

Use and storage of controlled information on personal home computers is not permitted 
unless the security measures on those computers meet or exceed the requirements for RUMC-
managed technology, or if the controlled information on such computers applies only to 
members of the same household as where the computers are located.   

With one exception, information delivered by e-mail in lieu of physical mailing is within the 
scope of this provision.  The only controlled information that may be delivered by e-mail is a 
statement of financial giving that is sent to an e-mail address provided by the giving unit.  


